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Bacup & Rawtenstall Grammar School

Network Agreement - Staff

Staff should be aware that monitoring software is installed in school which will log inappropriate use of computers whether on or off the Internet. In cases where violations have been found, printed copies of any such violation may be made available to the Headmaster.  This software monitoring is part of our data protection policy.  By signing this agreement you agree to being monitored.

Staff must NEVER allow students to log in using a staff account.  The staff desktop gives access to areas forbidden to students, including personal and exam work.  Other staff may not use your account without permission from the Network Manager.

Under the Data Protection Act you must take all reasonable measures to protect information on computers. Where the facility is available to password protect your screen, this should be used if you wish to leave your computer without logging off.   If the facility is not available, users must log off whenever they leave their computers unattended. 

For your protection, your password must be secure and strong containing a mix of letters, numbers and characters.  Passwords must NEVER be divulged and it is recommended that they should be changed regularly. 
Staff are responsible for ensuring any files they transfer into school are free from malicious software such as viruses and adware.  Any clean up costs incurred as a direct result of malicious software being copied to the network from their files may be passed on to staff  if it is felt appropriate.
Staff must not DOWNLOAD any tool bars, programs, software or other such items onto school computers without the prior consent of the Network Manager. This does not include documents such as exam papers or syllabi produced by exams boards. If you need items downloaded, please see the Network Manager for advice.
Images downloaded or saved to the school network must be suitable subject matter for a school system. Please ensure you compress images when importing them into documents.  Ask the Network Team for assistance with this if necessary.
Any faults with computers or associated equipment should be brought to the attention of the Network Team  at the earliest opportunity.

Please do not attach personal laptops to the school network. Staff with laptops provided may access the Internet by wireless in either of the three staff rooms. Please see the Network Manager for details of wireless connection. 

All staff should be vigilant when pupils are using computers.  Software has been installed for you to monitor pupil computer use and this should be used wherever possible.  Personal training is available in the use of the software and guidance notes can also be obtained from the Network Office.
Staff using computers with students in suites and labs should ensure a log sheet is completed and returned to the network office or general office after every lesson. This is a valuable tool in monitoring computer use and vandalism.  A report of Staff who consistently fail to return login sheets may be sent periodically to a member of the Management Team..
I have read and fully understood the Terms and Conditions of this agreement and agree to abide by it at all times while using the school network.

Print Name: ……………………………………………………         Dept: ………………………
Signature: ……………………………………………………….        Date: ………………………
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