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The E-saftey policy works in conjunction with the other polices that the school has and can be located for 

public access on our website (http://www.brgs.org.uk/policies3/2316.html) or in our internal network. 

These policies include:  

Child Protection; Confidentiality and Information Sharing; Data Protection including Freedom of 

Information & ICT security; Home-School Agreement as well as disaster recovery. 
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Ref: ICT\Yr7 

11 April 2017 
 
 
Dear Parent / Carer 

 
School Computer Network Access  - Acceptance of Terms and Conditions 
 
Attached to this letter is a copy of our Network Acceptable Use Policy (AUP). Both you and your 
son/daughter should sign and return the back of the form no later than the first day of term on 
the 3rd of September.  Please be aware that no access to computers can be given until the form is 
completed by all parties and returned to school.  
 
The AUP has been drawn up to help your son/daughter understand their responsibilities and to 
explain our expectations when they are using school computers and they should read and ensure 
they understand it. Failure to keep to the agreement could lead to access to the school computer 
system being withdrawn for a period of time.   
 
To assist our students in developing their ICT skills, we provide access to the internet.  We believe 
this is a worthwhile and essential skill for students as they grow up in the modern world, however 
it must be used with care. We operate an internet filtering system that restricts access to 
inappropriate materials and in addition, internal ICT monitoring software is installed. This 
software assists us in our duty of care for all pupils while they are using our network and also logs 
any inappropriate computer behaviour, whether on or off the internet. Where instances of misuse 
are found the student will be reported to their Form Tutor or Head of Year for sanction. Please 
note that the filtering system does not extend to any external internet access that may be 
available on your child’s personal mobile devices. 
 
Whilst every endeavour is made to ensure that suitable restrictions are placed on the ability of 
pupils to access inappropriate materials, the School cannot be held responsible for the nature or 
content of materials accessed through the Internet and will not be liable for any damages arising 
from your son/ daughter’s use of the computer facilities we provide.  
 
Finally, we would like to point out that BRGS prevents access to social networking sites within 
school because, while they are an excellent way for pupils to communicate, there are some 
inherent dangers when they are not used responsibly.  
 
Yours faithfully 
 

 
     
ICT Network Manager  
  



  

 Bacup & Rawtenstall Grammar School 
 

Internet and Network Access - Acceptance of Conditions 
For students who will enter Year 7 in September 2017 

 
 
 

Student Declaration: 
 
 

I (Students Name in BLOCK CAPITALS) ………………………………………………………………………………………………………. ………………………….....    

 

have read and fully understood the Terms and Conditions relating to student’s use of school ICT facilities as 
set out in the Acceptable Use Policy (AUP). I understand I will be monitored by security software whether 
on or off the Internet. This surveillance is to protect me while using school’s computers and to ensure 
network security at all times. I understand that, should I intentionally damage a computer or any computer 
related equipment, I may be asked to pay for the repairs to, or replacement of, that equipment. I agree 
that I will use the computer system and Internet in a responsible way either when in school or while using 
the remote home access service.  
 

Student Signature   ……………...…………………………………………………………       Date:………………….. 
 

 
Parent /Carer Declaration 
 
 

I ( PRINT Parent/Carer’s name.)  ………………………………………………………………………………………….   
 
have read and fully understood the Acceptable Use Policy document and give permission for the above named student to access the school ICT 
network.  I understand that the school will take all reasonable precautions to ensure pupils cannot access inappropriate materials on the internet, 
that the school cannot be held responsible for the nature or content of materials accessed and I agree that the school is not liable for any damages 
arising from use of the Internet. Should my son/daughter intentionally damage any computer equipment, I understand I may be held responsible 
for the full cost of repairs to, or replacement of, the damaged equipment. 
 
 

Parental/Carer Signature:………………………………………………………………….. Date:……………… 

 
 

 
Web Publication of Work and/or Photographs 
Parent/Carer’s Consent: 
 
I agree that, if selected, my son/daughter’s work may be published on the school web site.  I also agree that photographs that include my 
son/daughter may be published subject to the school rules that photographs will not clearly identify individuals and that full names will not be 
used. I also agree that the school may set up a Google Education account for the purposes of using the educational apps provided by Google in 
their schooling.  
 
 
 

Parental/Carer Signature …………………………………………………………………………                 Date……………………………. 

 
 

 
Please note that we are unable to provide network access until such time as this form is completed and 
returned to the school’s network department.    
 

 



  

Bacup & Rawtenstall Grammar School – Main School AUP 
Student Acceptable Use Policy - Network and Internet Access 

This Agreement summarises the standard of acceptable behaviour that is expected from all BRGS students when using the network. Any student who is considered to 
have broken any of these terms will be reported to his/her Head of Year in the first instance and may be refused access to the network until sanction has been 

agreed. In severe cases, access to the network may be withdrawn on a permanent basis. 
 

The school ICT network and Internet access is provided to assist pupils with their SCHOOL WORK. Personal files 
if and when found, will be deleted without notice. This includes personal photographs.  

 

Students are responsible for everything carried out under their login. Please ensure no one else has access to 
your computer while you are logged in as you may be held responsible for their actions.   

 

Passwords and accounts must never be shared. Please change your password regularly.   
 

Students who wish to transfer files to and from school are advised to use a cloud storage facility such as 
Dropbox rather than e-mail. (Instructions can be found on the shared area of the network in the ‘How to…….’ 
folder).  

 

USB flash drives or similar devices are prohibited on the school ICT network.     
 

Students should not attempt to download toolbars, programs or other items to the ICT network. 
 

Any student found attempting to circumvent the ICT systems or our filtering software in any way will be 
reported to the headmaster and may have network access withdrawn on a permanent basis. 

 

Students are responsible for ensuring any files they transfer onto the school network are free from viruses and 
malware.  Any clean-up costs incurred as a direct result of such threats being brought in by students will be 
passed on to pupils and/or their parents. 

 

Copyright of material must be respected at all times. 
 

Students should never attempt to fix faults with ICT equipment themselves. Any faults with computers or 
associated equipment should be reported to the class teacher or supervisor. 

 

Vandalism of school equipment is taken very seriously. Anyone found to be responsible for damaging ICT 
equipment will be reported to the Headmaster and invoiced for the cost of repair/replacement. Anyone 
discovering or witnessing acts of vandalism is asked to report it, in confidence, to a member of the Network 
Team as soon as possible.  

 

Network monitoring software is installed and covers users whether on or off the Internet. Screen recording is in 
place. In addition, the network team may choose to view any screen in a live session at any time without notice. 

 

Students should not use chat sessions to contact other users on the network nor should they send personal e-
mails whilst connected to the network.  Only e-mail relating to school work is allowed. 

 

Please remember that, should you ignore the regulations and open personal mail in school, not only will you be 
disciplined but our monitoring software may make it possible for staff to read your personal mail.  

 

The security of ICT systems whether owned by the school or by other organisations or individuals, must not be 
compromised in any way by a student’s actions whether by accident or design. 

 

All instances where inappropriate websites, messages or other material are found on the school system should 
be reported, in the first instance, to the class teacher.  

 

NB:   IN YEARGROUPS WHERE STUDENTS LEAVE SCHOOL BEFORE THE END OF THE ACADEMIC YEAR IN ORDER TO 
REVISE FOR PUBLIC EXAMINATIONS, THIS POLICY WILL REMAIN IN EFFECT UNTIL THE END OF THAT ACADEMIC 
YEAR. FOR ALL OTHER YEARGROUPS THE POLICY REMAINS IN FORCE UNTIL AMENDED OR CANCELLED BY SCHOOL. 

 

  



  

Bacup & Rawtenstall Grammar School – 6th form 
Sixth Form Acceptable Use Policy - Network and Internet Access 

 
This Agreement summarises the standard of acceptable behaviour that is expected from all BRGS students when using the network. Any student who is considered to 

have broken any of these terms will be reported to his/her Head of Year in the first instance and may be refused access to the network until sanction has been 
agreed. In severe cases, access to the network may be withdrawn permanently. 

 

The school network and Internet is provided to assist you with your studies. Personal files should not be stored 
and, if found, will be removed. This includes personal photographs.  

 

Room 99 should only be used for school related work. The mezzanine area has laptops provided for students’ 
school work.  The schools internet filtering system also extends to the mezzanine area.  

 

Students are responsible for everything carried out under their login. Please ensure no one else has access to 
your computer when you are logged in as you may be held responsible for their actions.   

 

Any student found attempting to circumvent the ICT System or our filtering software in any way will be 
reported to the headmaster and may have network access withdrawn on a permanent basis. 

 

Passwords and accounts must never be shared. Please change your password regularly.   
 

Students who wish to transfer files to and from school are advised to use DROP BOX.  
(User instructions can be found on the shared area of the network in the ‘How to…….’ folder).  

 

USB flash drives or other similar devices are prohibited.    
 

Students should not attempt to download toolbars, programs or other items to the network. 
 

Students are responsible for ensuring any files they transfer onto the school network are free from viruses and 
adware.  Any clean up costs incurred as a direct result of such malware being brought in by students will be 
passed on to pupils and/or their parents. 

 

Copyright of material must be respected at all times. 
 

Students should never attempt to fix faults with ICT equipment themselves. Any faults with computers or 
associated equipment should be reported to the class teacher or supervisor. 

 

Vandalism of school equipment is taken very seriously. Anyone found to be responsible for damaging ICT 
equipment will be reported to the Headmaster and invoiced for the cost of repair/replacement. Anyone 
discovering or witnessing acts of vandalism is asked to report it, in confidence, to a member of the Network 
Team  

 

Personal e-mailing should be restricted to students’ own devices only.  Please remember that, should you open 
personal e-mail in school, monitoring software may make it possible for staff to read your personal e-mails, 
should the language or content be inappropriate for a school environment. . 

 

Network monitoring software is in place and covers users whether on or off the Internet. Screen shots are 
taken regularly. In addition, the network team may choose to view any screen in a live session at any time.   

 

The security of ICT systems whether owned by the school or by other organisations or individuals, must not be 
compromised in any way by a student’s actions. 

 

All instances of inappropriate websites, messages or other material found on the school system should be 
reported, in the first instance, to the class teacher.   

 

NB:   IN YEARGROUPS WHERE STUDENTS LEAVE SCHOOL BEFORE THE END OF THE ACADEMIC YEAR IN ORDER TO REVISE FOR PUBLIC 
EXAMINATIONS, THIS POLICY WILL REMAIN IN EFFECT UNTIL THE END OF THAT ACADEMIC YEAR. FOR ALL OTHER YEARGROUPS THE POLICY 
REMAINS IN FORCE UNTIL AMENDED OR CANCELLED BY SCHOOL. 

 

 



  

Bacup & Rawtenstall Grammar School 
 

Internet and Network Access - Acceptance of Conditions 
 
 

Student Declaration: 
 

I (Name in BLOCK CAPITALS) ……………………………………………………………………………………………………….        Year 12(or 13)/Form 
…………… 

 
Have read and fully understood the Terms and Conditions relating to student’s use of school ICT 
facilities as set out in the Acceptable Use Policy (AUP). I understand I will be monitored by security 
software whether on and off the Internet. This surveillance is to protect me while using school’s 
computers and to ensure the network security at all times. I understand that, should I 
intentionally damage any computer or computer related equipment, I may be asked to pay for the 
repairs to, or replacement of, that equipment. I agree that I will use the computer system and 
Internet in a responsible way either when in school or while using the remote home access 
service.  
 

Student Signature   ……………...…………………………………………………………       Date:………………….. 
 

Parent /Carer Declaration 
 
 

I ( PRINT Parent/Carer’s name.)  ……………………………………………………………….   
 
have read and fully understood the Acceptable Use Policy document and give permission for the above named student to access 
the school network.  I understand that the school will take all reasonable precautions to ensure pupils cannot access inappropriate 
materials on the internet, that the school cannot be held responsible for the nature or content of materials accessed and I agree 
that the school is not liable for any damages arising from use of the Internet. Should my son/daughter intentionally damage any 
computer equipment, I understand I may be held responsible for the full cost of repairs to, or replacement of, the damaged 
equipment. 
 
 

Parental/Carer Signature:………………………………………………………………….. Date:……………… 

 
 

Web Publication of Work and/or Photographs 
Parent/Carer’s Consent: 
 
I agree that, if selected, my son/daughter’s work may be published on the school web site.  I also agree that photographs that 
include my son/daughter may be published subject to the school rules that photographs will not clearly identify individuals and 
that full names will not be used. I also agree that the school may set up a Google Education account for the purposes of using the 
educational apps provided by Google in their schooling. 
 
 
 

Parental/Carer Signature …………………………………………………………………………                 Date……………………………. 

 
 

Please note that we are unable to provide network access until such time as this form is 
completed and returned to school.    
 
 



  

 
 

Responding to incidents of misuse – flow chart 
 
 

 
 
 
 
 

 

  



  

Record of reviewing devices / internet sites (responding to incidents of misuse) 

Misuse is recorded through a mixture of software the main one is Impero. Screen shots / videos are taken 
when key words are written on the school computers these files are then reported by the IT team on a 
daily basis to the pastoral team using CPOMS access to this information is then filtered through the secure 
channels of CPOMS and only relevant staff can access the log after that. Website access is tracked through 
Sophos and reports are run by the ICT network support team who then log any issues via CPOMS. This is 
done in line with our ICT security policy. 
 
  



  

School Technical information about filtering and passwords 
 

Introduction 
Effective technical security depends not only on technical measures, but also on appropriate policies and 
procedures and on good user education and training. This is in conjunction with our Data Protection Policy 
including Freedom of Information & ICT security policy. The school will be responsible for ensuring that the 
school infrastructure / network is as safe and secure as is reasonably possible and that: 

• users can only access data to which they have right of access  

• no user should be able to access another’s files (other than that allowed for monitoring purposes within 
the school’s policies).  

• access to personal data is securely controlled in line with the school’s personal data policy 

• logs are maintained of access by users and of their actions while users of the system  

• there is effective guidance and training for users 

• there are regular reviews and audits of the safety and security of school computer systems 

• there is oversight from senior leaders and these have impact on policy and practice. 

 

Responsibilities 
The management of technical security will be the responsibility of the Network Manager.  

Policy Statements 
 All users will have clearly defined access rights to school technical systems and devices. Details of 

the access rights available to groups of users will be recorded by the Network and will be reviewed, 
at least annually, by the E-Safety Committee. 

• All school / academy networks and systems will be protected by secure passwords that are regularly 
changed  

• The “master / administrator” passwords for the school systems, used by the technical staff must also 
be available to the Headteacher or other nominated senior leader and kept in a secure place.  
Consideration should also be given to using two factor authentication for such accounts.  

  A school should never allow one user to have sole administrator access 

 Passwords for new users, and replacement passwords for existing users will be allocated by The 
Network Manager. 

 All users (adults and young people) will have responsibility for the security of their username and 
password, must not allow other users to access the systems using their log on details and must 
immediately report any suspicion or evidence that there has been a breach of security. 

 Users will change their passwords at regular intervals. 

 The level of security required may vary for staff and student accounts and the sensitive nature of 
any data accessed through that account. 

 Requests for password changes should be authenticated by the network manager to ensure that the 
new password can only be passed to the genuine user. 

 
Staff passwords: 

 All staff users will be provided with a username and password by the Network Manager who will 
keep an up to date record of users and their usernames. 

 the password should strong, be a minimum of 6 characters long and must include three of – 
uppercase character, lowercase character, number, special characters 

 must not include proper names or any other personal information about the user that might be 
known by others 

• the account should be “locked out” following five successive incorrect log-on attempts 

• temporary passwords e.g. used with new user accounts or when users have forgotten their 
passwords, shall be enforced to change immediately upon the next account log-on 



  

• passwords shall not be displayed on screen, and shall be securely hashed (use of one-way 
encryption)  

 passwords should be different for different accounts, to ensure that other systems are not put at 
risk if one is compromised and should be different for systems used inside and outside of school 

 should be changed 90 days. 

 should be different for different accounts, to ensure that other systems are not put at risk if one is 
compromised. 

 should be different for systems used inside and outside of school. 

 
 
Student passwords 
 

 All users will be provided with a username and password by the Network Manager who will keep an 
up to date record of users and their usernames.   

 Users will be required to change their password regularly.  

 Students will be taught the importance of password security 

 The complexity (ie minimum standards) will be set with regards to the cognitive ability of the 
children.  

 
Training / Awareness 
 
Members of staff will be made aware of the school’s password policy: 

• at induction 

• through the school’s e-safety policy and password security policy 

• through the Acceptable Use Agreement 

Students will be made aware of the school’s password policy: 

• through the Acceptable Use Agreement 
 

Audit / Monitoring / Reporting / Review 
 
The responsible person (The Network Manager) will ensure that full records are kept of: 

• User Ids and requests for password changes 

• User log-ons 

• Security incidents related to this policy 
 

  



  

Filtering  
 
Introduction 
The filtering of internet content provides an important means of preventing users from accessing material that is 
illegal or is inappropriate in an educational context.  The filtering system cannot, however, provide a 100% 
guarantee that it will do so, because the content on the web changes dynamically and new technologies are 
constantly being developed. It is important, therefore, to understand that filtering is only one element in a larger 
strategy for e-safety and acceptable use. The school has a filtering policy to manage the associated risks and to 
provide preventative measures which are relevant to the situation in this school which is maintained and 
updated by a 3rd party software provider. The school has a differing level of filtering for different age groups. 

 
Responsibilities 
The responsibility for the management of the school’s filtering policy will be held by the Network Manager. They 
will manage the school filtering, in line with this policy and will keep records / logs of changes and of breaches of 
the filtering systems. 
 
To ensure that there is a system of checks and balances and to protect those responsible, changes to the  school 
filtering service must  

• be logged in change control logs  

• be reported to a the Line manager for network support every term.  

 

All users have a responsibility to report immediately to the network manager any infringements of the school’s 
filtering policy of which they become aware or any sites that are accessed, which they believe should have been 
filtered.  

Users must not attempt to use any programmes or software that might allow them to bypass the filtering / 
security systems in place to prevent access to such materials. 

Policy Statements 
Internet access is filtered for all users. Differentiated internet access is available for staff and customised filtering 
changes are managed by the school.  Illegal content is filtered by our filtering provider by actively employing the 
Internet Watch Foundation CAIC list and other illegal content lists . Filter content lists are regularly updated and 
internet use is logged and frequently monitored. The monitoring process alerts the school to breaches of the 
filtering policy, which are then acted upon.  There is a clear route for reporting and managing changes to the 
filtering system. Where personal mobile devices are allowed internet access through the school network, filtering 
will be applied that is consistent with school practice. 

 The school maintains and supports the managed filtering service provided by the Internet Service 
Provider (or other filtering service provider) 

• The school has provided enhanced / differentiated user-level filtering through the use of the 
(Sophos) filtering programme. (allowing different filtering levels for different ages / stages and 
different groups of users – staff / students etc) 

• In the event of the technical staff needing to switch off the filtering for any reason, or for any user, 
this must be logged and carried out by a process that is agreed by the Headteacher.  

• Mobile devices that access the school internet connection (whether school or personal devices) will 
be subject to the same filtering standards as other devices on the school systems 

• Any filtering issues should be reported immediately to the filtering provider.  
• Requests from staff for sites to be removed from the filtered list will be considered by the Network 

Manager and technical staff. 
 

Education / Training / Awareness 
Students will be made aware of the importance of filtering systems through our ongoing E-safety curriculum 
covered in both computing and PSHCE. They will also be warned of the consequences of attempting to subvert 
the filtering system.  

Staff users will be made aware of the filtering systems through:   

36 



  

• the Acceptable Use Agreement  

• induction training 

• staff meetings, briefings, Inset. 

Parents will be informed of the school’s filtering policy through the Acceptable Use Agreement and through e-
safety awareness sessions / newsletter/Website 

Changes to the Filtering System can be requested in writing through the network support team. 
Users who gain access to, or have knowledge of others being able to access, sites which they feel should be 
filtered (or unfiltered) should report this in the first instance to the Network Manager who will decide whether to 
make school level changes (as above). 

  



  

Glossary of terms 
 
AUP  Acceptable Use Policy – see templates earlier in this document 

CEOP Child Exploitation and Online Protection Centre (part of UK Police, dedicated to protecting 
children from sexual abuse, providers of the Think U Know programmes.  

CPC Child Protection Committee 

CPD Continuous Professional Development 

CYPS Children and Young Peoples Services (in Local Authorities) 

FOSI  Family Online Safety Institute 

EA Education Authority 

ES Education Scotland 
 
HWB Health and Wellbeing 
 
ICO Information Commissioners Office 

ICT  Information and Communications Technology 

ICTMark Quality standard for schools provided by NAACE 

INSET In Service Education and Training 

IP address The label that identifies each computer to other computers using the IP (internet protocol) 

ISP Internet Service Provider 

ISPA Internet Service Providers’ Association 

IWF Internet Watch Foundation 

LA Local Authority  

LAN Local Area Network 

MIS Management Information System 

NEN National Education Network – works with the Regional Broadband Consortia (e.g. SWGfL) 
to provide the safe broadband provision to schools across Britain. 

Ofcom Office of Communications (Independent communications sector regulator) 

SWGfL South West Grid for Learning Trust – the Regional Broadband Consortium of SW Local 
Authorities – is the provider of broadband and other services for schools and other 
organisations in the SW 

TUK Think U Know – educational e-safety programmes for schools, young people and parents. 

VLE Virtual Learning Environment (a software system designed to support teaching and 
learning in an educational setting, 

WAP Wireless Application Protocol 
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